
INFOR.MATION SIECT'RITY AND
CYBER. LA\f,IS

PaPer : lT 7O2

F.ull Marks ; 100

Time : Three hours
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Answer ang tTae Etestions

1. (a) Define cryptanalysis. Explain three
cryptanalYsis attack. 1+9=10

(b) Explain various types of security
services in X.800 architecture. 5

(e) What are the advantages of public
crYPtographY over secret
cryptograPhY ? ExPIain.

2. (u) ExPlain the AES.
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the RC4 aigorittrm. 10

RSA algorithnt. i0

numbers 17 and

1. Show how Alice generates the public

kev and Private keY Pair using RSA
aigorithm,
using the
ciPher texi

using the Private keY' i0

10

4. (a)

(b)

s. (a)

{b)

6. (a.)
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Discuss Diffie-Hellman key exchange

algorithm. 10

What is a digital signature ? Describe

a schenae to produce digital signature'

(bi

How are Public keYs distributed ?

Explain X.509 certif,icate forma+''
3+7=X0

What do you understand by transport
layer securitY ? ExPlain 10

What are PGP and S/ilIIME ? Write the

algorit\rns for PGP transmission

^rr? 
o"""Ption. 2+8=i0

What is Kerberos ? ExPlain how
Kerberos works. 2+8=10
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7 " \ilrite short notes on the following:
5x4=2O

(ai

(b)

@

(d)

(e)

Active and passive attaek

Firewalls

Strearn cipher and block cipher

IPSec
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