Total number of printed pages—4
53 (IT 811) CGNS
2019

CRYPTOGRAPHY AND
NETWORK SECURITY

Paper: IT 811
Full Marks : 100
Time : Three hours

The figures in the margin indicate
Jull marks for the questions.

Answer any five questions.

1. (a) Differentiate between SECRET KEY
versus PUBLIC KEY Cryptography.
2

(b) Consider a hill cipher m=2 (block size
= 2) with key K shown below:
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(c) Do each of the following inverses exist ?
If yes, what are they? If no, explain
why not. 3+3=6

(i) 102-1(mod 411)
.(ii} 77-1(mod 411)
7.. Write short notes on the following:
(any five) 5x4=20
(a) Authentication and Authorization
(b) Active attacks and Passive attacks
(c) S/MIME IP security

(d) 1PSec services

(e) Firewall
() Stream & Block Ciphers. E g
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