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The figares in the mo;rgirn fitdicate
Jull marks Jor the questiorts.

Answer ang fiue (5) questions out of eight @).

l. (a) Define Cryptanalysis. Explain the
following Cryptanalytic attack briefly

2+6

(i) Known plaintext attack.

(i0 Ciphertext only attack.

(iitj Chosen plaintext attack.

(b) Compare and contrast. s)rmmetric key
cryptography. How the best can be
taken from the both and combined to

4+2

Conld.

give a best solution ?



(c) Define the three security- goals'
distinzuish between active and passive
attackis with suitable examples' 

2+4

2. (a) Explain RSA algorithm' Perform
eniryPuon and deiryPuon using RSA
algorithm for

P =r7,q=lr,C=7'M -aa' 
6+4

(b) State the advantages of publis 
- 
key

-ryptography' Diiferentiate Block

"irifiett"fto* 
itream ciPher' 5+5

What are the different waYs of
ai"itiUnuttg kevs ? What is the need of
t<ev 

"*ct 
a"nge-? Describe the Diffe-

l{c-Ilman key exchange 
"tot*1'*r*U

Describe SHA-5I2 algorithm brieflY' 
n

(c) Why it is easier to hijack a UI)P session
thair a TCP session ? Give your points
in favour of t}is. 4

4. (a) What is an one-way function ? Do you
think that one-way function ls- an
tntegral part of modern cryptography'/
If so] whi f Give at least three important
requirerient of one way-hash function
design. - 2+3+3
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(a)

a

3.



(b)

(c)

(b)

(a)6.

What is the PurPose of S/MIME ?
Compare and contrast PrettY Good
Privacy (PGP) and S/MIME. 4+4

What do You mean bY Feistel ciPher
structure ? 4

5. (a) What is digital signature ?
veri.S/ it ? Give the basic
digital signature.

List out the characteristics
firewall imPlementation.
circuit gateway differ
application gateway ?

Howwillyou
structure of

4+2+4

of a good
flow is 4
from an

5+5

h)

(c)

What are the different security
mechanism reommended bY ITU
(Internatibnal Telticommunication
ijnion) in thcir X'8OO recommended,
describe them brieflY. 8

In man-in-the-middle attack' even we

send our informadon bY using SSL
technique, the attacker can also read
our information, why ? Describe it with
the help of aPProPriate figures' 4

Explain the following 1 4+4

(i) Message Authentication Code
(MAC)

@ Hash based Message Code (UMAC)
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o
(a)

(b)

In Kerberos Version4, describe scenario
of authenUcation in an open network
environment by using Authentication
Server {AS) scenario, AS and traffic
Granting Server (TGS) scenario, fuel
seryicc Kerberos scenarios, briefly.

3+4+5

Why SSL layer positioned between
Application and Transport layer ?
Discuss the following sub protocols of
SSL

(t) Handshake Protocol

(ti) Record Protocol

fiiif Alert Protocol.

8. Write short notes on : (ang five)
(i) Message Integrity

(it) Sniffing

(iirJ Intrusion Detection System

(tuJ IPSec

(u) Denial of Service

(urj Session Kcy

(ufil Buffer overflow.

4

2+6

5x4
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