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Answer any five questions from eight.

l. (a) Statc the advantages of public key

cryptography over secret key cryptography.

Differentiate Block ciphers from Strcam

CiPhers. 4+4

(b) Define Cryptinalysis. Explain thc following
CryptanalYtic attack brieflY 21-6

O Known Plaintext attack

(it) Ciphertext onlY attack

(iir) Chosen Plaintext attack.

Contd.



2.

(c) Why it is easier to hijack a UDP session

than a l'CP session ? Give your points in
favour of this.

(a) What are the different ways of distributing
Keys ? What is the need of Key exchange ?

Dcscribe the Diffe-Hellman Key exchange

algorithm. 4+2+6

(b) What is an one-way function ? Do you think
that one-way function is an integral part of
modern cryptography ? If so, why ? Give at
least three important requirements of one-

way hash function design. zi)t)

(a) A single bit enor occurs in exactly one block
of Ciphertext during transmission. I{ow will
this effect the recovery of plaintext in cach

of the following modes ? 6

ECB, CBC, CFB, OFB

@ What is digital signature ? I{ow will you

veriff it ? 4+2+4

(c) Explain HMAC structure briefly.

J.
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(b)

4. Explain RSA algorithm. Perform encryption
and decryption using RSA algorithrn for

P-17,a=11,e-7,M -88. 5+5

In MD5 algorithm, what is the number of
padding bits if the length of the original
mcssage is 2590 bits ? Do we need padding

if the lenlth of the original message is
multiple of 5l2bits.

(c) Deltne three security goals, distinguish
between active and passive attacks with
suitable examples. 2-r4

5. (a) in Kerberos Version 4, describe scenario of
authentication in an open network
environment by using Authentication Server
(AS) Scenario, AS and Traffic Granting
Server (TGS) Scenario, full service Kerberos
Scenarios. brieflv. 3+4+5

(b) FIow are transport and tunnel modes used in
Encapsulating Security Paylead (ESP)
service ? 4+4
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6. (a) Why is SSL layer positioned b:-ty"tn
Application and Transport layer ? Disct'ss

the following sub-protocols of SSL : 2+6

(i) Ftandshakc Protocol

(i, Record Protogol

(iii) Alert Protocol

(b)

(c)

(b)

G)

What is session hijacking ? I{ow does i1

differ frorn sPoofing 't 4'r2

Compare and contrast Pretry Good Privacy

(PGP) and S/MIME. o

7. (o) What are IP see ? Mention any four benefits

of IP see.

Describe SHA-512 algorithm briefly'

2+4

4

'. (any
4x5

List out the characteristics of a good firewall

implementation. How does a circuit gateway

differ from an application gateway ? 5r-5

8. b) Write short notes on the following

five)

(, Fiestal
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(i,
(ii,
(t,

(v)

(vt)

(vir)

Intrusion Detection System

Man-in-the Middle attack

3DES

Session'Key

Buffer overflow.
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