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The Jigures in the margin indieate
.Full mcrrks for the questiorts.

Arlswer crng .fiue questtons.

l. (a) What is a Message Authentication Code
(MAC) ? Describe how does IVIAC ensure
auttrentication, confidentiality and both.

3+J=10

(b) Describe encryption and decryption of
10Feistel block cipher.

2. (a) Drpledn how does meet-in-the-middte
attack take place in Double DES.

6
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P)" Describe the technique of Differential
Cryptanalysis. 8

Describe the design criteria of S-boxes
in DES. 6

What is a Digital Signature ? Drplain a
digital signature scheme usin$ hash
function. 3+7=LO

@ Explain the wqrking of any of the block
chaining model. Find out expressions
for its plaintext and ciphertext.

r0

4. (a) How Stream Generation is achieved
through RC4 algorithm Z

What is a SSL protocol stack ? Explain
the operation of SSL Record Protocol.

3+7=1O

What is PGP ? Describe its senrices.
3+7=1.0

Explain various Security services
outlined in ITU-T recommendation
X.8OO Security Architecture. 10

(c)
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6. Describe the algorithm. ro

(b) Write different approaches used for
traditional ciphers. Dcplain one of them,
citing its.merits and demerits.

2+8=10

7. (a) What is public-key crlptography ? I{ow
does it ensuie authentication and

RSA

secrecy ?

@ Write short notes on :

0 Steganography and

ftf) Active Attacks.
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3+7=tO

'5+5=10
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