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SECURITY

PaPer : CS7l7

F\il Marks : 100

Time : Three hours

The ligures ln the margln Tndlcate

full marks for the questions'

Anstaer ang fiue Etestions'

Explain the foliowing : 5x4--2O

(a) Threats and Attacks

(b) Vulnerabilities

(c) Confidentiality, Integrity and Availability

(d) Confusion and Diffusion.

Contd.



the extended Euclid algorithm
ing the inverse of a number.

3. (a)

(b)
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5+lQ+5=29

Explain Chinese Remainder Theorem.

An integer n,0< n <27O satisfies the
following congruences

nmod5:4
nmod6=3
nmodT=2

Using CRT, find n. Show the
calculations.

(c) Find GCD (". * x2 +1, xa + x+t).
8+$+4=29

4. (a) Explain the term Discrete Logarithm.

(b) Using discrete logarithm, explain the
Diffie-Hellman key exchange protocol.

extended Euclid algorithm find-
(1021-t mod47l

(iil ff21-r mod 4tt
(c) Compute cCD (662,646).



s. (a)

6. (a)

(b)

Explain E1-Gamal algorithm for
encryption, decryption and digital
signature.

Explain how public keys and private
keys impact on the securitY of a
particular entitY.

15+5=20

What is an Elliptic Curve ?

Check whether the
intersect with itself.

o EC (-5, 8)

(it) EC (-5, 3)

(iit) EC (-3, 2)

doubling of ECs over real number.
4+6+ 10=20
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(b)

(c) In a particular scenario two entities A
and B wants to agree uPon a common
secret. Given P=131 and g=2.
Consider A's random number be 17 and
.B's random number be 24. Find their
common secret.

5+5+10=20

(c) Explain the point addition



the
B'S
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