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CRYPTOGRAPHY AND NETWORI<'

SECURITY

Paper : CS 7I7

Full Marks : 100

Time : Three hours

The flgures ln the mdrgln lnd.lcate
full marks for the que*lons.

Answer all Etestions.

1. Answer ang jlve from the following :

5x4=2O
(a) The following shows the remainders

of powers of 10, when divided by 13.
The pattern will be repeated for
higher powers loo mod 13 = 1

lOl mod 13 = -3, 102 mod 13 = -4
103 mod 13 = -1, 104 mod 13 = 3,
10s mod 13 = 4.
Using the above information, Iind the
remainder of an integer when divided
by 13. Test your method with
631453672.
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bl Eve performs a " chosen - plaintext
attack" on the following ciphertext :

PWUFFOGWCHFDWIWEJOUUNJ
ORSMDWRHVCMWJUPVCCG

Eve also very briefly obtains access to

A1ice's computer and has only enough

time to typi a two-letter plain text :-'et''

She then tries to encryPt the short
olaintext using two different
algorithms ; because she is not sure

-hi"h ott" is the affine ciPher'

Algorithm I : plaintext:et Ciphertext 
" 

--> WC

Allorithm 2 : plaintext:et Ciphertext : -+WF'

Find the plaintext by cryptanalysis of Affine

Cipher.

(c) Is random mono-alPhabetic
substitution for messages uP to 20

letters of English alphabet a perfect

cipher ? JustifY mathematicalY'

(d) John is reading a mystery book^

involving cryptography' In one part of

tJle book, the author gives a ciphertext
'CIW' and two paragraphs later tells

the reader that this is a shift cipher

and the plaintext is 'yes'' In the next
chaPter, th" he.o found a tablet in a

""rri 
*ith 'XVIEWYWI'engraved on it

I
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I.

John immediately found the actual
meaning of the ciphertext. What type
of attack did john launch here ? What
is the plaintext ?

Define Index of Co-incidence and
Mutual Index of Co-incidence. Use
Kasiski test to find the length of the
key on the following ciPhertext.
LIOMWGFEGGDVWGHHCQUCRHRW
AGWIOWQLKGZETKKMEVLWPCZVG
THVTSGXQOVGCSVETQ LTJSUMWV

VEUVLXEWSLGFZMWWLGYH CUSW

XQHKVGSH EEVFLCFDGVSUMPHKI
RZDM PH H BVWVWJWIXGFWLTSH GJ

OUEEHHVUCFVGOWICQLTJ SUXGLW

Get the conhrmation of the guess by
Index of Coincidence test.

Encrypt the message 'the house is
, being sold tonight' using one of the
following ciphers. Ignore the space
between words. DecryPt the message
using the plaintext :

(i) Vignere cipher with key : 'dollars'

(ii) Autokey ciPher with keY=7

(e)

0

_l
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(a)2.

(b)

Create a linear feedback shift register

with 4 cells in which bc =4@ bs. Show

the value of output for 20 transitions
(shifts) if the seed is (0001)r.

What is the maximum Period of an

LFSR ? The maximum Period length of

an LFSR is 32. How manY bits does

the shift register have ?
2x3=6

3. Answer ang three from the following :

3 "5= 15

How many exclusive or operations are

used in the DES ciPher ?

Why does the DES function need an

expansion Permutation "
Why does the round-key generator need

a parity droP Permutation ?

(d) What is triPle DES ? What is
DES with two keYs ? What is

DES with three keYs ?

4. Prove that there is infinite number of primes

in the set of Positive integers' 4

4

(a)

(b)

(c)

triple
triple
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5. Answer dng tuo from the following :

2x4=8

(a) What are square roots of I mod n, if n
is 17 (a prime) ? Obtain the roots.

Find the values of

6Qs), 6@z), o(so) o(1 oo) o(1 o 1).

Write the steps involved in the
recommended primality test. Present
the pseudo-code of the algorithm(s)
involved in the recommended primality
test.

(b)

(c)

6. Briefly explain the idea behind. the RSA
Crypto system. What is the one-way function
in this system ? What is the trapdoor in
tJris system ? Define the public and private
keys in this system. Describe the security
of this system.

7. Answer ang tu)o of the following : 2x2=4

(a) Distinguish between message integrity
and message authentication'

h) Describe the first criterion, the second
criterion and third criterion for a
cryPtograPhic hash function.
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(c) Ignoring'l: :::l:-l;.:':;J::,f;H
attempts ' on av(

i;;';:;;;"= wi.tr' t"he same birth date /

Assume that all months have 30 days'

8 @) Lisr the T1l":flJ;:;"::fff;13
cryPtographlc. n

of ComPressron function is used rn

SHA'512 ?

(b) oenne rhe nff.:'*':1 "'f:"1;'"*n;3;
and compal
cryptosystem 2x5=10

g. (a) Dehne the Diffe-Hellman protocol and

its PurPose'

(b) In a Diffe-Hellman protoco! -^. 'tut 'i=r,o=21,'=: and u=5 ;what IS

the value o' tht 'Ytrnt lt ltY 
? What

is the value of R' and x' r

(c) l"'n: llr:'"ff'lHi. il:'.'.* -.-tT:
HliT'il::'?;" ;ob accidentarlY

chosen the same number ? Are Rt 
'and

R2 the same ?. Do |,t i::"i"1".::il:
ca-lculated'J $l'i',f ?ffi"i.' .:' ;.;""
same value '

your .taim" 2x3=6
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10. Answer anU Jour oI. the fo.l.lowing 
:

(a) 
lHr',:,,,ff,ff ,il;T":", ji: :l,"i,;:2x t 39 _-5 fmod gJ 

- 'YLrdt]ons :

x +6A=3 (mod B)(b) 
.""THiTj:i betwcen a session and a

(c/ 
;;JH Tx",l.:::*:;:!s;rea,ed

t' 
3irll; :,'.Tili":::.c,ation (sA) and

(e) Describe rhe ,...,* ^
;i;",ft :J i'1, ;,";!-;"J;" :l i,"'i;".
;,':: iT,,:;j t;;;; 

;#' o:;; :n:,Tj

the
.ded

--------------

) ontd.

r00

3 (cs 7 14 cRNs,,c


