
Tbtal number of printed pages*7

53 (CS 717) CRNS

2014

CRYP'I'OGRAPIIY AND NET\VORK
SECURITY
Paper : CS 717

Full Marl<s : 100

'fime : Three hours

The figures in the margin indicate full marks

for the questions.

Answer any 10 questions out of 12.

FIRST HALF

l. h) Diffcrentiate between SECRET KEY versus

PUBLIC KHY cryptography. 2-F8:10

(b) Consider a llill Cipher 17=3 (block
size : 3) with key K shown below

(25 3 7)
,K=l 5 9 2lltlur 8 t3)

(il What is thc Ciphertext corresponding
to the plaintext : (VOW) ?

(ii) What is the plaintext corresponding to
the Ciphertext : (TQX) ?



2. (a)
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a)

(c)

Do each of the following inverses exist ? If
yes, what are they ? Ifno, cxplain why not ?

(, 102-'(mod 4l l)

(i, 77-' (mod 4l l)

Check whethcr 14 is a generation of the

gtoup (2.+51,-+n)

Consider the field GFbl).Let the field
multiplication be performed module the
irreducible polynomial

xa + x+l
Compute (l0lOft.

thc(d) An integer n,0<n<210, satisfies
following set of congruences

n mod 5=4

z mod 6=3

n mod,7 =2

What is n ? 4+2+2+2:10



3. (a)

(b)

k)

What is public key cryptosystem ?

Explain RSA.

Pcrform cncryption and dccryption using

RSA algorithm for the following parameter

p =3, q =11, c=7 and M =5.

In a public key cryptosystem using the RSA,

you intcrcept the ciphertext C-10 sent to

a user whose public key is e=5,n=35.

What is the plaintext M? 2+4+2+2:10

4. (") Explain El Gamal Encryption Algorithm.

(b) A block ofplaintext has been encrypted using

El Gamal encryption algorithm. Assume that

p=9'17,9=3 and the rccipient's public

key:477. What is the plaintext

corresponding to the ciphertext Cr = 108 and

C" =562 ? G4:10

5. (a) What do you understand by an Elliptic Curve

(d)

Cryptography ? 2+4+4=10
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Let A=(2, l) and B = (8, 5) bc two points

on the ZC

Yz -x3 +2x+4

Over F13.

(, Cornpute A+ B 2

(ii) Computc 2A ?

Explain EC over binary fields ?

2r4t-4:10

6. (a) In an Elliptic Curve of the binary ficld

GFl2^).,the multiplicative group of this field

has 15 elements (all 4 bits binary strings

cxcept 0000). It turns out that g = 0010 is
a generator of this group where field
multiplication is defined using the irreducible

polynomial -ra+x3+l. Check whcther

Gtt, st') is a point on the Elliptic curve

y2+ry=x3+gx2+94.

(b) Explain Discrete Logarithm Problem on

Elliptic Curves. 6+4'--10
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SECOND HALF

Explain centralized authcntication system
using public kcy cryptography.

Explain Needham Schroedom Protocol with
the possible attacks (any orre version).

4+6:10

8. (a) What is IPScc ?

(b) Company policy requires two hosts I and B,

. in two diffcrent branches of an organization
to communicate securely over thc intemet
using the IPSec. Which of the/orzr options
would be most appropriate AII in transport
mode, AH in tumel mode, ESP in transport
mode or ESP in tunnel modc ?

(, Explain your choice

(ii) Show all the headen that are inserted
in communication and the scope of
authentication, integrity checking and
encryption

(iii) ls it necessary/possible to doublc
cncrypt a packet between A and B?

. Explain. 2+8:10

(a)

(b)
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9. h) Write short notes on the following Intemet

Scanning Worms

(, Code Red

(ii) Slammcr.

@ Explain the SimPle

Propagation Model.

What are BOTNETS ?

How does a second generation Botnets work

in a P2P nctworks ? ExPlain with
representation diagratn.

A web worms always execute on the users

browser. Ycs or No ? Explain. 2+6+2=10

What do you understand by rulnerability ?

Explain any four important vulnerability

classes in the field of securitY.

Explain any one defence strategy and

technioue. 2+5+3=10
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Epidemic Worm
6+4:10

10. (a)

(b)

ll. (a)

a)

(c)

(c)



12. Write short notes on : (any fioo)

(a) Kerberos

1bl Trojans

@ Digial Signature

(d) Buffer Overflow.
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