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The figures in tlre mo;rgiln indicote
Jull mc;rks Jor the questiotr,s.

Question I\Io. I [s compulsory, ansuer a,ng
fiae Jrom the rest.

l. (a) What are substitution cipher,
transposiuon cipher and block ciphcr ?

6

(b) Explain the F)ncryption and I)ccryption
algorithm of Cacsar Ciphcr. 4

(c) What do you understand by confusion
and diffusion in cryptography ? 4

(d) What do you understand by DoS and
Replay Attack ? 4

Contd.



(a)

(b)

2.

(e) What is cryptanalysis and cxplain thc
5Cipherted only Attack ?

A Explain one timc pad with cxamplc.
2

What do you understand by Modular
Arithmetic ? Explain with an cxamplc.

3

Show that if cla (meaning c dividcs a)
and cl b (c divides b) then c also divides
d (cld) wherc d= gcd (a" bl 4

(c) Provc that 6

(i) [ a modnxb mod n]modn=
(axb)nodn

(t0 la mod n+ b mod nlmod"n =
(a+b)mod n

Calculatc acd (lOO, 506). 2

What do you undcrstand by symmetric
cipher ? 2

What is DES and why we nccd it ? 
O

Explain I)ES encryption and decryption
algorithm with proper diagram. I

(d)

(a)

(b)

(c)

3.
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4. (a) Explain how entities involved in a
communication can be ablc to
distribute the keys in the symmctric
ciphcr model. lo
0 By considering a Key Distribution

Centre

M By decentralized way (No KDC)

Can you find a sccurity vulnerability
in thc kcy dlstribution sccnario of thc
above question while you consider
using KDC and give a propcr way or
mcthod to sccure it ? 5

What is As5rmmetric Key CiPhcr ? 2

What do you understand bY Eulcr
Toticnt function ? 2

Why arc primc numbers imPortant in
cryptography ? 2

Calculatc I
0 Perform encryption and dccryPtion

using the RSA algorithm for P=17'
q=Jli s='|i Nl=);

@ In a public key system using IISA'
you lntcrcept the ciPhcrtcxt c= lO
scnt to a uscr whose public keY is
e=5, n=35. What is the plaintext
M?

tb)

(o)

(b)

(c)

(d)

5.
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(dnl In an IiSA systcm, the public kcy
of a givcn uscr is e=31' n=3599'
Wha[ is thc Private kcY of this
uscr ?

6. b) What is IPScc ? 2

(b) Explain thc IPSec Protocol. 8

(c) Explain Digital Signaturc a-lgorithm' 
b

7 . Writc short notcs on : (ony three)

(a) l)NS SPoofing

(b) Phishtng

(c) Web Worm

(d) Kerbcros

thc machincs'
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8. @) What do you understand by MITM (Man

3. In lhc tvtiaatc) attack ? Explzrin with
ncat diagram 2 4

(b) What is AIIP SPoo{ing ? 3

k) In a LAN Ncl"work thcrc are two
machines (zl and 13) communicating
with each othcr' Mcanwhilc another
machinc {CJ which is thought to bc
attackcr attacks lhc AIll) cachcs of both
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Dxplain with neat diagram how
can the attacker C poisons the ARP
caches of A and Il.
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